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Chapter 1 – Fundamentals of Enterprise Risk Management 
 
Risk management has become a vital ingredient in the entrepreneurial culture 
and is needed to develop, expand and improve business performance. There is 
clear evidence that good risk management adds considerable value to the 
business. This chapter introduces risk management, associated roles and 
responsibilities, and introduces the Risk Management Framework. 

1.1 What is risk? 
1.2 Why Enterprise Risk management (ERM) is receiving such publicity 
1.3 A Brief History of Risk 
1.4 Why a formal approach to risk management is vital 
1.5 Breaking down the barriers 



1.6 Why senior management often do not understand the risks  
1.7 Types of risk 
1.8 The Role and responsibilities of Directors and managers in relation to 

risk management 
1.9 Why misunderstanding risk can spell disaster 
1.10 The link between objectives and risk 

1.11 Understanding risk appetite 

1.12 The ERM Framework 
1.13 Risk and Competitive Advantage 
1.14 Risk Averse and risk embracing cultures and the implications 

 
Chapter 2 – Establishing an Embedded Risk Management Process 
 
Management of risk is an integral part of good business practice and quality 
management. Learning how to manage risk effectively enables managers to 
improve outcomes by identifying and analysing the wider range of issues and 
providing a systematic way to make informed decisions. This chapter looks at 
financial risks and beyond, and at the need to embed the risk management 
process in the organisation, linking it to strategic planning and gaining top 
level support. 

2.1 Establishing a business risk programme – the steps to success 

2.2  Surprises and risk 
 
2.3  The need to learn from surprises and mistakes 

2.4 Why financial risks are the tip of the iceberg 

2.5  The widening of the risk portfolio 

2.6  The need to link risk management with strategic planning 

2.7  The relationship between vision, values, behaviour and risk 

2.8  Getting your Chief Executives support 

2.9  Developing a risk strategy 
2.10  The benefits to be achieved  
 

 



Chapter 3 – Risk Identification and Evaluation  
 
This chapter looks at identifying the risks to which the organisation is 
exposed. Risk can be categorised in many ways and this module introduces 
the seven most commonly used categories. Your organisation’s risk policy is 
an important component of your overall approach, providing guidance on the 
role of risk management and responsibilities. Measuring the potential 
consequences of risks and prioritising them are activities that will support 
your risk management initiatives, ensuring that those areas that need to be 
monitored closely are clearly identified. 

3.1  Approaches and techniques 
3.2    Agreeing a common risk language 

3.3  Developing a risk policy  

3.4  How to establish a risk workshop process 

3.5  Risk Workshops – the do’s and the don’ts  

3.6  Facilitation Skills 

3.7  The use of diagnostic questions and thought provokers 

3.8  How to identify, sift and group the risks 
 
3.9  Measuring the consequences and likelihood of occurrence  
 
3.10  The use of matrices to prioritise the risks 
 
3.11  Getting Management Support 

3.12  People and Process Risks 

 

Chapter 4 – Risk Mitigation 
 
Having identified and evaluated the risks, we come to the most important 
stage. This is determining how well the risks are being managed. This is 
usually termed ‘risk mitigation’. Each risk needs to be considered and the 
process, system or methods employed to manage the risk determined. 

4.1  Managing risk-the options 

4.2   How to assess risk mitigation 

4.3  Identification of risk exposures 

4.4  Dealing with the exposures 

4.5  Establishment of action plans 



4.6      Risk Registers – the need to coordinate the output 

4.7  Flagging Interdependencies 

4.8.  Risk Treatment Analysis 

4.9  Risk Financing 

4.10  Risk Management as a route to reducing bureaucracy 

4.11  Coordinating assurance under the risk umbrella 

4.12  How to use the risk process to break down the cultural barriers 

4.13  Measuring the benefits 
 
 
Chapter 5 – Dealing with Risks 
 
It is important to recognise that the risk process does not sit in isolation. 
Hopefully objectives will have been considered when beginning the risk 
identification process. It is equally important to take the output from the risk 
programme and link it with the business objectives. Depending on the type of 
risk the comparison will be against either corporate or functional objectives. 
There is also a range of reporting mechanisms which should be considered to 
ensure that the organisation deals with the risks effectively. 

5.1  Linking Corporate risks into the Strategic planning process 

5.2  Linking Operational Risks into the Business planning process 

5.3 Risk Owners – how to determine such personnel and enforce ownership 

5.4  Annual statements by risk owners 

5.5  Risk Tracking 

5.6  Using the Risk register as a decision skeleton 

5.7  Quarterly Board Reporting 

5.8  Risk Management Committee Reporting 

5.9     Half yearly evaluation of key risks to ensure new risks identified and 
included 

5.10  Reports for Senior Management 

5.11  Making risk management second nature 

5.12  Keeping up the momentum 
 
 



Chapter 6 – Risk Standards 
 
There are a range of standards and policies available on best practice in risk 
management issued by various risk management bodies and 
national/international working groups. What do they recommend and how do 
you determine which ones to apply? 

6.1  The explosion of regulation and external assurance  

6.2  ISO 31000 
 

6.3 The Australia / New Zealand risk standard 4360 

6.4 COSO Standards 
 
6.5  IRM/ALARM risk standard  

6.6  Basel 11 

6.7  Other standards 
 
6.8  Other legislation and regulation 

6.9  How to get through the minefield of advice 

6.10  How to decide which standards to apply 

 
 

Chapter 7 – Cascading the Process 
 
Communication is a key element of risk management, but it is often a weak 
area in terms of both personal skills and organisational structures. If no-one 
knows about the results of the risk process, nothing will be done to manage 
the risk. Who gets the risk register, and who has responsibility for 
coordinating the process? Where does responsibility sit in the organisation? 
Changing your organisational culture is the toughest task you will ever take 
on. Your culture was formed over years of interaction between the participants 
in the business. You can change your organisational culture to support the 
accomplishment of your business goals. Changing the culture requires time, 
commitment, planning and proper execution – but it can be done. The risk of 
not doing so could be dire. 

7.1  Stakeholders interest in risk 

7.2  Workshops for other management levels 
7.3  Risk awareness for staff 

7.4  Sharing output with partners 



7.5  Evaluating risks within partnerships 

7.6  Risk Indicators 

7.7  How to identify and reduce excessive controls 

7.8  Feeding key risks up the organization 

7.9  Coordinating the whole process 

7.10  Useful websites and books 

7.11  Managing stakeholder expectations 

7.12  How to use the programme to change the culture 

 

 
 
Chapter 8 – Risk Management in Practice 
 
Risks need to be managed throughout the organisation. There need to be risk 
management processes in place on projects, but there are other issues where 
risk management is practiced and needs to be practiced, including Health and 
Safety, Insurance, IT risks, reputation risks and environmental risk 
management.  

8.1  Project Risk 

8.2  Integrating Incident Management 

8.3  Business Continuity Planning 

8.4  Health and Safety 

8.5  Insurance  
8.6  IT Risks 
 
8.7  Reputation risks 

8.8  Damage by Association – partnering and alliances 

8.9  Environmental risk management 

 
 
Chapter 9 – Corporate Governance and Risk Management 
 
Governance is the umbrella that brings together all aspects of assurance. Risk 
management is one of those aspects (and arguably the most important one). It 
is crucial for all organisations to consider the effectiveness of the risk 



management environment and be satisfied that the annual accounts and other 
assurance statements properly reflect the risk  

9.1  The Increasing importance of Corporate Governance 

9.2  Hawkamah research results 

9.3  Records of accountability 

9.4  Protecting the financial position 
9.5  Fulfilment of promises 
9.6  External evaluation and the need to manage the process 
9.7  Media management 

9.8  Crisis management strategy 
 

9.9  Sharing of Values 

9.10  Community Risks 

9.11  Environmentally responsible sources 

9.12  Corporate Social Responsibility 

9.13  Customer service 

9.14  Management of complaints 
 

9.15  Communication – internally and externally 
 
9.16  Carrying out a vulnerability audit 
 
9.17  What does the future hold for risk management? 
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